This paper proposes a novel cooperative secure unmanned aerial vehicle (UAV) aided transmission protocol, where a source sends confidential information to a destination via an energy-constrained UAV-mounted amplify-and-forward relay in the presence of a ground eavesdropper. We adopt destinationassisted cooperative jamming as well as simultaneous wireless information and power transfer at the UAV-mounted relay to enhance physical-layer security and transmission reliability. Assuming a lowaltitude UAV, we derive connection probability, secrecy outage probability, instantaneous secrecy rate, and average secrecy rate of the proposed protocol over Air-Ground channels, which are modeled as Rician fading with elevation-angel dependent parameters. Further, we analyze the asymptotic average secrecy rate performance of the proposed UAV-relaying scheme and derive high signal-to-noise ratio measures of the average secrecy rate to highlight the effect of various channel features on the system performance. By simulations, we verify our novel theoretical exact and approximate results and demonstrate significant performance improvement of our protocol, when compared to conventional transmission protocol with ground relaying and UAV-based transmission protocol without exploiting destination jamming. Finally, we evaluate the impacts of various system parameters, specifically, find the optimal UAV placement on the proposed protocol in terms of the aforementioned secrecy metrics.
I. INTRODUCTION
Unmanned aerial vehicle (UAV) based wireless communications has recently attracted significant research attentions from both academia and industry. As a matter of fact, owning to the prominent attributes of UAVs such as maneuverability, adaptive altitude adjustment with the capability of hovering in the air; e.g., rotary-wing UAVs, ease of deployment with low acquisition and maintenance costs, and so forth, this emerging paradigm of UAV applications is envisioned to play a paramount role in establishing and/or improving ubiquitous and seamless connectivity of communication devices as well as enhancing capacity of future wireless networks [1] - [6] .
UAVs have been introduced as aerial relays (see [7] - [10] and references therein) in support of longdistance data transmissions from source to destination in The associate editor coordinating the review of this manuscript and approving it for publication was Jiankang Zhang . heavily shadowed environments and/or highly overloaded scenarios. Typically, due to UAVs mobility, UAVs require a sufficiently high energy resources for the propulsion and communications purposes, which can be supported via various energy harvesting techniques from ambient resources such as solar energy [11] , wireless energy harvesting (WEH) [12] , as well as simultaneous wireless information and power transfer (SWIPT) [13] . WEH harvests energy in a controlled manner from the ambient radio-frequency (RF) signals, while SWIPT not only captures information signals, but also concurrently harvests energy of the same signals [13] , [14] . Specifically, a power splitting (PS) architecture is required to divide the received signal into two separate streams of different power levels, one for signal processing and the other for simultaneous energy harvesting [15] . One technical challenge of UAV-assisted communications is to guarantee physical-layer (PHY) security. The unique characteristics of Air-Ground (AG) channels can provide good channel condition for legitimate nodes, but, on the other hand, is prone to eavesdropping by non-legitimate nodes [16] , [17] .
A. RELATED WORK AND MOTIVATION
Exploiting PHY-security techniques in UAV-assisted communications has been studied in [18] - [20] (see references therein). In [18] , the authors have studied PHY-security of a UAV-enabled mobile relaying scheme over non-fading AG channels, and showed that moving buffer-aided relay provides significant performance over static relaying in terms of the secrecy rate. In [19] , the authors studied the resource allocation and path-planning problem for energy-efficient secure transmission from a UAV base station to multiple users in the presence of a passive ground eavesdropper. In [20] , employing UAV as a friendly jammer to enhance PHY-security of a ground relaying (GR) scheme; wherein a terrestrial node is employed to extend the coverage of end-to-end communication, has been studied. However, a simple free-space path loss (PL) model for AG links have been adopted in the majority of previous literature which might be regarded as an oversimplified assumption in some environments.
Moreover, a tremendous amount of research studies have been focusing on the PHY-security paradigm with SWIPT technology [21] - [24] . A large-scale cognitive cellular network with wireless-powered device-to-device (D2D) framework has been introduced in [21] wherein the secrecy metrics of the considered network have been well investigated. Mamaghani et al. proposed a D2D communications via an untrustworthy amplify-and-forward (AF) relaying with SWIPT in the presence of an external jammer. They demonstrated the effectiveness of the jamming transmission in the studied three-phase time-switching based untrusted relay communications protocol and derived the closed-form expressions for various secrecy criteria in order to evaluate the secure communication [22] , [25] . The study of SWIPT for non-security based UAV-assisted relay networks [23] and security based UAV-relaying [24] have been conducted. Specifically, in [24] , the authors have examined SWIPT-enabled secure transmission of millimeter wave (mmWave) for a UAV-based relay network, where the UAV feeds the energy-constrained IoT destination device in the presence of multiple ground eavesdroppers. To the best of the authors knowledge, the potential of SWIPT for enhancing the energy-efficiency via energy harvesting and PHY-security of the UAV-derived networks has still been less understood and deserves further investigation.
B. CONTRIBUTIONS
In this paper, we consider a practical scenario where a lowaltitude UAV-relaying is employed to assist communications between a source-destination pair. Based on the recent channel measurements in [26] , [27] , low-altitude UAV-assisted relay channels may also suffer from small-scale fading compared to the AG links for high-altitude platforms. Hence, in this work we assume that AG channel models are Rician fading with different parameters while incorporated with probabilistic PL attenuation. Then, we tackle the aforementioned security and energy limitation challenges and make the following contributions.
• We propose a secure and energy-efficient transmission protocol, where a source sends confidential information to a destination via an energy-constrained UAV-mounted AF relay in the presence of a passive eavesdropper. In the protocol, we adopt the destination-assisted cooperative jamming (CJ) and SWIPT techniques at the UAV-based relay for the PHY-security improvements as well as energy harvesting.
• We analyze the proposed secure transmission protocol in terms of reliability and security. In particular, we derive connection probability, secrecy outage probability, instantaneous secrecy rate, and average secrecy rate of the proposed protocol from source to destination via UAV-relaying.
• We conduct simulations to i) verify our theoretical results, ii) identify the best location of the UAV-based relay that provides the best average secrecy rate, iii) evaluate impacts of different system parameters on the system performance in terms of reliability and security, and finally iv) validate the effectiveness and improvements of the proposed protocol, when compared to conventional transmission protocol with GR scheme and UAV-based relaying (UR) without destinationassisted jamming. The rest of this paper is organized as below. Section II presents system model and channel model. In Section III, we propose the UAV-based transmission protocol with destination-assisted jamming and SWIPT techniques. In Section IV, we conduct performance analysis. Numerical results are given in Section V, and finally, conclusions are drawn in Section VI.
II. SYSTEM MODEL AND CHANNEL MODEL
In this section, we first introduce the system model and then the assumptions for the channel model are given.
A. SYSTEM MODEL
We consider a point-to-point secure transmission scheme (see Fig. 1 ), where we employ a UAV-mounted relay (U) to assist confidential transmission from a source node Alice, denoted by A, to a legitimate destination node Bob, namely B, over heavily shadowed areas in the presence of Eve; a ground passive eavesdropper indicated by E. The source, destination, and eavesdropper nodes are fixed on the ground, and without loss of generality, have the 3D coordinates as:
, respectively. Whereas, the UAV is hovering in the sky and located at W U = (U x , U y , H ) where H is its altitude from ground surface.
We assume that all the nodes equipped with a single antenna operating in a half-duplex mode and U adopts AF protocol. Further, we assume that U leverages the SWIPT technology to harvest energy from the received RF signals transmitted by both A and B, while it also utilises its on-board battery for maneuvering and staying stationary in the sky. Finally, we assume that the UAV receiver adopts power splitting architecture (see Fig. 2 ), where β (0 ≤ β ≤ 1) is the power splitting ratio (PSR) identifying the fraction of the harvested power from the received RF signals and (1 − β) denotes the portion of which is dedicated for signal processing at the AF UAV-relay.
B. CHANNEL MODEL
Here we consider both small-scale fading and large-scale PL in setting up the channel model. We assume the channel between U and the ground node G ∈ {A, B, E} is Rician fading but with different values of Rice parameters. Exploiting channel reciprocity, the normalized channel power gain between the links A⇔U, U⇔B, and U⇔E denoted by
follow a square Rice distribution (i.e., non-central chisquare (nc-χ 2 ) distribution) with two degrees of freedom, corresponding to line-of-sight (LOS) and non-line-of-sight (NLOS) components whose probability density function (PDF) and cumulative distribution function (CDF) are and
where x holds any non-negative value, f ij (·) and F ij (·) denote the PDF and the CDF for the link, and I 0 (·) represents the zeroth-order modified Bessel function of the first kind, K ij (in dB) is the K-factor given by
where θ ij (in radian) is the elevation angle between two given nodes. For example as illustrated in Fig. 3 the elevation angle, denoted by θ, between UAV with 3D position W U ∈ R 1×3 and ground terminal (GT) located at W G ∈ R 1×3 , is given by
Besides that, κ m and κ M (in dB) are two constants depending on the environment and transmission frequency. A point worth mentioning here is that (4), in some sense, illustrates the severity of fading of the environment as an exponential function of the elevation angle and these two constant parameters; i.e., κ m and κ M , can be viewed as the minimum and maximum Rician factor occurring when θ ij → 0 and θ ij → π 2 , respectively. Further, it should be mentioned that the general form of K-factor is obtained via on-site measurements in practice, however, in consistency with [28] , the logarithmic expression given in (4) for the explicit relation between elevation angle and the shape parameter of Rician distribution for the sake of analysis. Furthermore, we assume the small-scale fading between any two GT nodes is Rayleigh fading [22] , a special case of Rician fading when K → 0, and thus the channel power gain for the GT links A⇔E, S ae = |h ae | 2 , and B⇔E, S be = |h be | 2 can be modeled as exponential distribution with unit scale parameters.
Additionally, owning to the fact that for low-altitude UAVs the LOS path from UAV to terrestrial nodes may be blocked by various environmental obstacles, for the large scale channel attenuation we consider the probabilistic LOS model as in [28] - [30] , adopting the elevation-angle dependent PL component given by
where α L represents the PL exponent for the pure LOS link between two nodes which approximately corresponds to the condition when θ ij → π 2 , and also, when θ ij → 0 the pure NLOS PL exponent, denoted by α N , is becoming the dominant component in (5) such that α ij (0) ≈ α N . Further, ω 1 and ω 2 are some constants specified by the type of environment of interest; e.g., urban, rural, suburban, dense urban, and so forth. Letting d ij = W i − W j be the Euclidean distance between any two nodes either aerial or terrestrial one,
represents the large-scale attenuation when a signal transmitted by the node i reaches the receiver of the node j travelling through the wireless medium between. Note that for the terrestrial links with θ ij → 0, the received signals have approximately undergone the pure NLOS propagation with the PL component α N , which is almost justifiable for the heavily shadowed fading environments, however, for the AG links the PL component is between α L and α N as a function of the elevation-angle between the aerial and GT nodes (see Fig. 3 ). Note that, it tends to be α L when θ ij → π 2 . Hence, the adopted PL model, capturing both the distance and elevation angle features, is quite generic and satisfies both the AG and GT propagation characteristics.
III. PROPOSED TRANSMISSION PROTOCOL
We consider the following two equal-duration phases of the proposed secure transmission protocol with an overall duration T seconds ( Fig. 4) . During the first time slot, A sends information signal to U and simultaneously, B transmits a jamming signal to degrade the wiretap channel of E as well as to assist the energy harvesting operation of U. Then the AF relay U receives
where x a and x b denote the normalized information signal from A, and jamming signal from B, i.e.,
and P a and P b represent transmit power from A and jamming power from B, which satisfy the total transmit power constraint as P a + P b = P, (7) and P is fixed for each frame. Further, we assume
where 0 < λ < 1 is the power allocation factor. Besides, n p represents signal processing noise at the power splitting component with power N p , and n u representing the channel impairment due to thermal noise which is modeled as the Additive white Gaussian noise (AWGN) at U; i.e., n u ∼
indicates the normal distribution with mean µ and variance σ 2 .
The energy harvested by U from the received signals can be written as
where ε is the power conversion efficiency factor for the harvester. Here, we assume that the total harvested energy during the first phase will be used for signal transmission in the second phase and is given by
Different from [18] where ignored the existence of direct link from A to E, here we consider a more general scenario during which the malicious node E may take the advantage of information leakage in both the phases of communication due to broadcast nature of wireless media and then try to capture the confidential information. Specifically, if E is located on the ground that is not so far from A, E can attempt to decode the received signal information during the first phase of transmission based on the received signal-to-interferenceplus-noise ratio (SINR) as
In the second phase, U forwards the scaled version of x u = Gy u to B with the amplification factor
where P u is in (10) . The resultant signal at the node K∈{E,B} can be expressed as
Destination jamming interference
where n k ∼ N (0, N 0 ). Owning to the fact that B is assumed to be able to conduct full self-interference cancellation with regard to its own priori known jamming signal as in; VOLUME 7, 2019 e.g., [22] and [31] , hence the term of jamming interference can be subtracted from (13), whereas E acts with this part as an additional interference. Therefore, the received SINR at B and E can be obtained as
and
Having considered that the information leakage is done in both first and second phases of transmission, a worst-case scenario is of our interest, wherein passive E, performing the maximal ratio combining (MRC) of the received same signal for processing the intercepted confidential messages in two phases, poses a more detrimental attacks to the network.
Toward this end, for the wiretap link, the resultant SINR at E, denoted by γ E , is given by
where γ
E and γ (2) E are given in (11) and (15), respectively.
IV. PERFORMANCE ANALYSIS
In this section, we derive connection probability, secrecy outage probability, instantaneous secrecy rate, as well as achievable average secrecy rate of the proposed transmission protocol with high signal-to-noise ratio (SNR) analysis.
In the derivations, we assume that the channel coefficients between nodes remain constants during each frame of communications and independently vary from one frame to next according to the block-fading assumption. Furthermore, for the rest of the paper, we assume = 0 in (14) and (15) for simplicity of the results. This assumption holds for moderate/high SNRs.
A. CONNECTION PROBABILITY Definition 1: The connection probability (CP), i.e., the probability that B is able to decode the transmitted signal from A and correctly extract the secure information messages [22] , is defined as
where
and R t denote the instantaneous capacity and transmission rate of A-B via U, which is normalized by bandwidth as [32] ,
where γ A →B is given by (14) .
In order to optimize the connection probability with respect to (w.r.t) the parameters (λ, β), we go a further step and formulate the following simple optimization problem maximize P c (λ, β)
The objective function of the optimization problem given in (20) can be equivalently altered with the rational function C M (λ, β). Solving the above optimization problem yields to the optimal values as
Proof: The proof is simple and hence ignored for brevity.
The following theorem provides an analytical closed-form expression of P c .
Theorem 1: We derive the CP of the secure UAV-based relaying in (21) , as shown at the bottom of the next page, where δ t = 2 2R t − 1, D and R are two positive integers controlling the accuracy of (21), (·) represents the gamma function, ζ is given in (16) , d, u, s, r are dummy variables, K ij , ij ∈ {au, ub} is given in (4) , and I ν (·) is the modified Bessel function of the first kind with the order of ν.
Proof: See Appendix A. Remark: From Theorem 1, we observe that (21) is a decreasing function w.r.t P a , implying that as the source transmission power increases, the reliability of communication improves.
B. SECRECY OUTAGE PROBABILITY
Following [33] , when the instantaneous capacity of the wiretap link C E , defined as
is larger than the rate difference R e = R t − R s , where R s is the rate of the confidential information from A-B via U, then the secrecy outage occurs and the eavesdropper is able to intercept the transmitted confidential information via U.
The analytical expression for the secrecy outage probability (SOP), denoted by P so , is given by Theorem below. Theorem 2: The analytical lower-bound closed-form expression for the SOP, P so , is given as
where δ e = 2 2R e − 1 and (a) follows from the inequality max{x, y} ≤ x + y, and
and L 2 is given in (25) , as shown at the bottom of the this page, wherein K ν (·) denotes the modified Bessel function with the second kind and ν-th order and d, u, r, q, s are dummy variables.
Proof: See Appendix B.
C. INSTANTANEOUS SECRECY RATE
Definition 2: The maximum achievable instantaneous secrecy rate (ISR), denoted by C S , of the proposed UAV-enabled relaying network is defined as
where [x] + = max(x, 0), C M is the capacity between A-B given in (19) , and C E is the capacity of the wiretap link given in (22) , and γ A →B and γ E are given in (14) and (17), respectively.
Reminding that the channel coefficients between nodes remain constants during each frame and vary from one frame to next independently; therefore, all parameters in (27) are assumed to be known except the power allocation factor λ, thereby we form the following optimization problem maximize λ C S (λ) subject to P a + P b = P P a = λP P b = (1 − λ)P.
Considering C S ≥ 0 is guaranteed under optimal power allocation, the above optimization problem is equivalent to finding the optimal power allocation factor, i.e.,
which is due to the fact that log 2 (1 + φ(λ)) in (27) is a strictly increasing function w.r.t φ(λ), and thus (28) can be solved analytically in the high SNR regime as given in Theorem 3. Theorem 3: In large SNR regime, the function φ(λ) in (29) is proven to be quasi-concave w.r.t λ in the feasible set where 0 ≤ λ ≤ 1 and λ can be obtained as
where ν = L au S au L ub S ub + L ae S ae L be S be . Proof: See Appendix C.
where (D, Q, d, q, u, r, s) =
D. ACHIEVABLE AVERAGE SECRECY RATE

Definition 3: The achievable average secrecy rate (ASR) is defined asC
Averaging over all realizations of the channels yieldsC S in (32) , as shown at the bottom of this page.
Owning to the fact that the exact computation of (32) is an arduous task and hence, instead, we derive a tight lowerbound for ASR in the Theorem below. First, we present the following worthwhile lemma, by which we then delve into the derivation of the closed-form lower-bound for the ASR in Theorem 4.
Lemma 1: Let X be a non-central chi-square random variable with two degrees of freedom and the non-centrality parameter λ, also b holds non-negative values, then the expectation of the new random variable Y = ln(X + b), can be obtained as follows.
where g 1 (·) and g 2 (·, ·) are defined respectively as
where R is some positive integer and the coefficients L r and C r (b) are given, as finite series, respectively, by
wherein (·) and (·) are the Gamma function and the Psi function respectively defined as (x) = ∞ 0 t x−1 e −t dt and [34] . Moreover, the function (·, ·) in (36) is given by (37) , as shown at the bottom of the this page, wherein G a Table 1 wherein Ei(·) represents one-argument exponential integral defined as Ei(x) = [34] . It should be noted that (a) and (b) are respectively obtained by applying [34, Eq. (4.352.1) ] and [34, Eq. (8.352.2) ] to calculate the integral expression given in (33) , and after tedious mathematical manipulations.
Theorem 4: The lower bound of the average secrecy rate of the proposed secure UAV-enabled relaying system is given byC
with
Proof: See Appendix D.
E. ASYMPTOTIC ASR ANALYSIS
We now provide the asymptotic analysis of the ASR, i.e., the ASR performance when transmit SNR ρ = P N 0 goes to infinity. To this aim, according to the definition in [35] , the high SNR slope S ∞ and the high SNR power offset L ∞ are obtained, respectively, as
Proof: See Appendix E. Based on the closed-form expressions in (41) and (42), we note that the high-SNR measures S ∞ and L ∞ explicitly capture the impact of distance-dependent channel features and system parameters. By doing so, the ASR in the high-SNR regime is expanded as an affine function given below, demonstrating the scaling and power required for the specific ASR of interest.C
Remarkedly, the high-SNR slope S ∞ in (41) sheds light on the fact that for the two-hop UAV-relaying, the channel fading has zero impact on the ASR slope, which in our setting corresponds to the maximum multiplexing gain of the network. Interestingly, we also observe from (42) that the links between UAV and the legitimate nodes play a significant role in the high-SNR power offset, so do power allocation and power splitting parameters. This illustrates that an appropriate UAV positioning between source and destination leads to a reduced L ∞ which further results in improvement of the ASR performance based on the expression given by (43).
V. NUMERICAL RESULTS AND DISCUSSIONS
In this section, we present simulation results of connection probability, secrecy outage probability, and average secrecy rate in order to validate our theoretical results in the paper. We also demonstrate both reliability and security performance enhancements offered by the proposed UAV-relaying (UR) with destination-assisted CJ transmission protocol, compared to the case using a ground node as a relay which located with the same horizontal distance from the legitimate nodes, namely the GR scheme, and the case using UR but without destination jamming as two competitive benchmarks for the sake of comparison. Unless otherwise stated, we consider the following system parameters in all simulations. We assume D x = 10 (the normalized distance of A-B w.r.t 100m), H = 1.5 (the normalized height at which UAV operates w.r.t 100m). We assume the nodes locations: 0, H ) . The path-loss exponents are α L = 2 and α N = 3.5, respectively. Besides, the network transmission rate R t = 0.5 bps/Hz, the secrecy rate R s = 0.2 bps/Hz are adopted. Further, we assume N 0 = 10dBm, ζ = 2, energy harvesting efficiency factor ε = 0.7, ω 1 = 0.28, ω 2 = 9.61, κ m = 1, and κ M = 10 as [27] , [30] , [36] . Also, the EPSA represents the case of the equal power allocation corresponding to λ = 0.5 and the equal power splitting ratio; i.e., β = 0.5. The Monte-Carlo simulation are obtained through averaging over 100, 000 realizations of the channel coefficients. Fig. 5 is provided to illustrate the CP performance for the proposed transmission protocol against the network transmit power P. Here, OPSA refers to the case with optimal values obtained in (20) for a given P, d U represents the horizontal projection distance of U to A, and d R is the distance from the ground relay, in the conventional GR scheme, to source. Here, for a fair comparison, we assume d U = d R . We can observe that the CP of OPSA-based scheme gets approximately doubled, compared to EPSA-based one, in the practical range of transmit power, e.g., for P = 20 dBW. The figure also compares the simulated CP using (18) and theoretical CP using (21) of the proposed protocol with the EPSA setting, demonstrating that the both curves are well matched which validates our theoretical results. Fig. 5 also illustrates a significant CP improvement of the proposed protocol, when compared to the conventional GR scheme, under the similar setting with EPSA. Fig. 6 illustrates the simulated and theoretical SOP versus network transmit power P for the proposed protocol using CJ with λ = 0.7 and demonstrates they are well matched. The figure also compares the proposed protocol, the UAV-based relaying without any security technique and the one using ground relaying, and demonstrates the effectiveness of our protocol in terms of SOP thanks to the joint effect of destination CJ and SWIPT. Fig. 7 compares the lower bound of ASR (see Theorem 4) with different truncated values R (see Theorem 4) and the simulated result using the exact expression (32) . We can see that they are very close, especially when P ≥ 17dBW. Further, we observe that normalizing the gap between the exact value and the lower bound w.r.t the exact value yields the relative errors of 0.0907, 0.0617, and 0.0512 for the cases of R = 5, R = 10, and, R = 25, respectively. This demonstrates the finite series we obtained are acceptably valid while explicitly truncated. Fig. 8 depicts the impact of λ and β on ASR. Given a fixed power budget P = 20 dBW, the ASR increases when λ and β increase. The best ASR can be obtained at λ = 0.83 and β = 0.8. A higher λ (i.e., higher P a ) provides higher reliability of data transmission, but when λ > 0.83, ASR decreases slightly. This is due to the fact that a high source power can enhance C M and a low jamming power is sufficient to degrade eavesdropper. Overall, the plot provides a good trade-off between source power and destination jamming power in terms of ASR. Further, Fig. 9 compares the exactC s in (32) vs asymptotic ASRC s in (43) and demonstrates their agreement when ρ ≥ 25dB. This also validates the accuracy of high-SNR measures S ∞ and L ∞ derived for the asymptotic case in Section IV-E. Fig. 10 shows ASR against normalized horizontal distance of the proposed protocol with and without destination CJ for different λ values. Here normalized horizontal distance is defined as the ratio of the horizontal distance of (A-U) to that of (A-B). This scenario can be viewed as a relay moving from the initial location above A with a direct path to the final location right above B and we are seeking the best location of U in terms of ASR.
From Fig. 10 , we observe that the proposed protocol with CJ outperforms the one without CJ, and particularly, the proposed protocol with CJ and λ * leads to the best ASR, compared to other λ values, over all different normalized horizontal distances. Also, we observe the best location of U is 0.9D x . This is due to the fact that when U is near Band far from A, we need to allocate more P a to enhance C M for source transmission and less P b , which is sufficient for destination CJ. When U is at the location of 0.2D x − 0.5D x (i.e., U is in the vicinity of eavesdropper), the wiretap link obviously reduces the ASR. Last but not least, when U is within (0.35D x , 0.65D x ), more proportion of the power budget should be dedicated for jamming in order to improve ASR. Fig. 11 displays ASR against UAV altitude H for the proposed protocol with different β. Firstly, we observe that β = 0.75 and H = 3.5 yield the best ASR among all. Secondly, we observe, when H increases till 3.5, ASR increases to the peak, and after that, ASR decreases. This is due to the fact that, from H = 3.5 onwards, the attenuation factor caused by the U's long distance from the ground nodes significantly affects the ASR. When 0 < H ≤ 3.5, the ASR is a quasi-concave function having one optimal value for given system parameters. Furthermore, for U is in low altitude, e.g., H = 0.6, increasing β (i.e., a larger proportion of the received power is stored for EH which is then utilized in AF relaying), yields improved ASR. For higher altitudes, the ASR increases if 0 < β < β * , or decreases if β * < β < 1, where β * = 0.75. This is due to the fact that, when β > β * , large UAV transmission power can lead to the improved received SNR at B, but this also yields better signal reception at Eve.
VI. CONCLUSIONS
In this paper, we proposed a secure and energy-efficient source-UAV-destination transmission protocol with the aid of destination CJ and SWIPT at the UAV-relay, when a passive ground eavesdropper exists. We derived the connection probability, secrecy outage probability, instantaneous secrecy rate, and average secrecy rate of the proposed transmission protocol from A to B through a stationary U and corroborated them via simulations. Moreover, the high-SNR secrecy measures of the ASR metric were discussed, both mathematically and also from an engineering standpoint, in terms of the high-SNR power offset and the high-SNR slope. Further, by simulations, we demonstrated significant performance improvement of our protocol, when compared to the-stateof-the-art benchmarks, namely conventional GR and UR with/without CJ transmission protocols. We also identified the best location of U that provides the optimal ASR, given a fixed eavesdropper location. Finally, we evaluated the impacts of different system parameters on the secrecy and reliability performances; specifically, we obtained the optimal power allocation factor and the optimal power splitting ratio to improve the secrecy throughput and reliability of the network. For future work, we will consider the extension to flying UAV-relaying with extra degrees of freedom in the system design focusing on the optimization of the communications resources and path-planning.
APPENDIX A DERIVATION OF CONNECTION PROBABILITY
The connection probability P c given by (18) can be obtained as follows (see (A.1)), as shown at the bottom of the next page, where X = L au S au , Y = L ub S ub , and Q(a, b) is the first-order Marqum Q-function, and I ν (·) is the modified Bessel function of the first kind with νth order. Furthermore, (a) follows from plugging the approximate expressions for Q(·, ·) and I 0 (·) given respectively as [37] I 0 (y) = Finally, applying the equation [34, Eq. (3.471.9) ] for calculating the integral expression of the last equation of (A.1), one can reach, after tedious manipulations, at (21) and so the proof is done.
APPENDIX B DERIVATION OF SECRECY OUTAGE PROBABILITY
To obtain P so we need to calculate L 1 and L 2 . Henceforth, in order to calculate L 1 , let define S ae = V and S be = W while rewriting (24) as
calculating the last integral results in (24) . Now, we focus on obtaining an analytical expression for L 2 as follows. By defining the auxiliary variables a 1 = δ e P b L ub P a L au , a 2 = δ e N 0 εβP a L au L ue , a 3 = δ e (1−β+ζ )N 0 (1−β)P a L au , and letting X = S au , Y = S ub , and Z = S ue , one can rewrite L 2 given in (25) as 2)] to calculate the integral term, wherein M(·) is the Whittaker M-function. Next, in order to obtain a closedform expression for the single-form integral given by (B.2) we further calculate as (see (B.4)), as shown at the bottom of the next page, where c 1 = K ue (K ue + 1), b 1 = K ue + 1, b 2 = 2(K ue + 1)a 3 , b 3 = 2(K ue + 1)a 2 , and K ν (·) denotes the modified Bessel function with the second kind and ν-th order. Note that the above equation achieved by applying [34, Eq. (3.478.4) ]. Finally, through tedious mathematical manipulations we can achieve the closed-form expression for the SOP given by (25) , and hence, the proof is done.
APPENDIX C DERIVATION OF OPTIMAL λ
Taking the auxiliary variables
where X = L au S au , Y = L ub S ub , Z = L au S ue , V = L ae S ae , and V = L ae S ae are defined, we rewrite the function (λ), considering high transmit SNR approximation, as
. Now, taking the first derivation of the function w.r.t λ, i.e., 1 (λ) = d (λ) dλ results a rational polynomial function with always-positive denominator and the numerator of forth-order, where it can readily be found that 0 and 1 are the roots of both (λ) and its first derivative 1 (λ). Hence the remained two roots are the solutions of the second order polynomial given as
where ν = c 2 c 5 +c 3 c 4 c 3 c 5
. As such, considering the feasible set of 0 ≤ λ ≤ 1, we have three cases as 1) ν < 1, no optimum solution 2) ν = 1, λ = 1
Furthermore, note that it is easy to prove 1 (λ) holds positive values in (0, λ ] and are negative in (λ , 1) and the extremum determines the maximum of the (λ) [38] , and hence the proof is complete.
APPENDIX D DERIVATION OF LOWER-BOUNDED ASR
In order to obtain a closed-form lower-bound expression for E{C S }, one can write, following the Jensen's inequality,
as [25] (see (D.1)), as shown at the bottom of this page. In (D.1), the term E{ln(γ A →B )} is further calculated as
where T 1 can be analytically obtained using Lemma 1 as given in (39) . Letting T 2 = E{γ
E }, the remained parts E{γ 
where E 1 (·) = ∞ 1 e −tx t −a dx is the exponential integral, (b) follows from the approximate given in [39] along considering the tight lower bound for E 1 X given in [40] . However that E 1 X can be readily obtained inasmuch as it equals to the first derivative of g 1 (x), already given in (34), w.r.t x, we use this tight approximation for simplicity.
APPENDIX E DERIVATION OF HIGH SNR MEASURES
At high-SNR when ρ goes to infinity, we have the following approximations where a 1 = λL ae (1−λ)L be , a 2 = λL au (1−λ)L bu , b 1 = εβλL au L ub , and b 2 = εβ 1 + ζ 1−β L ub are defined. Now, commencing from the definition of S ∞ , we write as Then, applying the fruitful Lemma given below to calculate the approximation of the expectations in the right-hand side of the last equation yields the closed-form expression given in (42). Lemma 2: Let X and Y be unit-mean RVs; i.e., E{X } = 1 and E{Y } = 1, which are distributed according to the noncentral chi-square distribution with two degrees of freedom and K-factor parameters K x and K y , respectively, whose PDF given by (2) . The variance of X is σ 2 X = 2K +1 (K +1) 2 . The expectation of new RVs Z 1 = ln X and Z 2 = X Y are given respectively as E{Z 1 } 
